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1. Overview

A.

Purpose

This document, the 2011 Information Technology Portfolio, represents the current state
of Information Technology (IT) for the Washington Department of Fish and Wildlife
(WDFW) through the state fiscal year ending June 30, 2011. Adjustmentsto the agency
IT investment portfolio occur throughout the course of the fiscal year in the areas of
hardware, software, network infrastructure, maintenance, and staffing.

The Department of Information Services (DIS) defines an IT Portfolio asa " compilation
of information about an agency’ sinvestmentsin itsIT infrastructure. The information is
organized to show how these investments support the agency’ s mission and programs and
to demonstrate the relationships among current and planned investments. The portfolio
enhances the ability of key decision-makers to assess the probable impact of investments
on an agency’ s programs and infrastructure, as well as on the overall state IT
infrastructure.”

Accordingly, the purpose of this document isto allow the WDFW to manageitsIT
investments in the same manner as one would manage other investments, like financia
instruments such as stocks or bonds, and real estate. The department recognizesthe
businessvalueof IT in allowing it to meet its mandated mission of providing sound
stewardship of fish and wildlife.

This Portfolio demonstrates the value of IT investments to senior managers in order to
prepare them and other stakeholders to make important IT investment decisions. Those
stakeholders include Division and Regional managers, the Executive Management Team,
the Director/Deputy Directors, the Fish and Wildlife Commission, DIS management and
staff, the Information Services Board, the Office of Financia Management, and members
of the Legislature.

WDFW will conduct an annual assessment of this IT Portfolio in conjunction with the

biennial and supplemental budget process and make revisions as hecessary during the

year. The annual assessment will allow WDFW management the opportunity to review:
e WDFW’sIT Portfolio

e |T infrastructure changes, investments/projects, and operations

e Relationships between IT investments and the agency’ s vision, mission,
strategies, and programs

e Business process changes that affect the agency’suseof IT or plansfor IT

03A_FINAL_2011_Portfolio_Sec1A-C__20110822.doc
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In order to present the most up-to-date record of information technology in use at
WDFW, we consider the IT Portfolio a“living document.” The Portfolio is subject to
interim updates throughout the year. The most current information is published to the
Information Technology Portfolio Management System (ITPMS).

Asthe Portfolio is updated, it serves as atool to show the amount and location of IT
investments, as well as to help define the capabilities, limitations, and benefits of the
investment in terms of meeting agency business needs.

The WDFW IT Portfolio begins with an overview, followed by additional sections that
provide detailed information on the IT infrastructure, technology investment/project

summaries, planned investments/projects, and technology investment/project reviews.
Among other things, this document:

e Discloses links among agency strategies, business plansand IT investments;

o Facilitates analysis of the risks associated with I'T investments and hel ps ensure
that appropriate risk mitigation strategies are adopted; and

e Provides a baseline for agency performance reporting.
Where possible, WDFW investmentsin IT have been compared with other organizations.
The Information Technology Portfolio is produced in order to document current status
and chart atechnology direction for the WDFW. In order to set this course, the

Department established the following as objectives for the portfolio and the IT planning
process:

e To communicate atechnology vision to employees.
e To provide abasisto integrate information resources.
e To ensure that funds are spent wisely on information technology.

e To provide systems to support WDFW'’ sinternal and external customer base.

03A_FINAL_2011_Portfolio_Sec1A-C__20110822.doc
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Convergence of Business Mission and IT Vision

The WDFW 2011-17 Strategic Plan isincorporated
herein as Appendix A. It is also available from the
agency web site.
http://wdfw.wa.gov/about/strategic_plan/

MISSION STATEMENT

“ Preserve, protect and perpetuate fish, wildlife and
ecosystems while providing sustainable fish and wildlife
recreational and commercial opportunities.”

LEGISLATIVE MANDATE (RCW 77.04.012)

“Wildlife, fish, and shellfish are the property of the
state. The commission, director, and the department
shall preserve, protect, perpetuate, and manage the
wildlife and food fish, game fish, and shellfish in state
waters and offshore waters. The department shall
conserve the wildlife and food fish, game fish, and

Figure 1-1. The WDFW 2011-17
Strategic Plan affirms the
agency'’s reliance on information
technology to meet its goals and
objectives.

shellfish resources in amanner that does not impair the

resource. In amanner consistent with this goal, the department shall seek to maintain the
economic well-being and stability of the fishing industry in the state. The department
shall promote orderly fisheries and shall enhance and improve recreational and
commercia fishing in this state.”

1. Synopsis of Strategies to Achieve the Mission

To achieve these goals, WDFW will use good science to manage fish and wildlife
populations, protect habitats, and influence decision-making processes. The
Department will work with customers, internal and external, to identify
sustainabl e recreational and commercia opportunities, and to develop
partnerships that assist in achieving the WDFW’ s mission. Operational
excellence will be based on modern and efficient business practices and the
infrastructure to support them.

2. Alignment of Current IT Investments with Business Objectives

WDFW continually engages in assessment of the agency’s I T investments and
direction. ThelT strategy isan integral part of the overall agency strategic plan.
Modifications to the WDFW IT strategic direction are driven by agency business
needs, but aso by overall state government IT policy and statewide systems
directions. Inthisway, WDFW'’sIT strategy supports agency business needs and
is consistent with the overall state strategic direction.

03A_FINAL_2011_Portfolio_Secl1A-C__20110822.doc
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The WDFW’s current IT investments are focused on providing the operationa
support needed for resource and business management goals and objectives. The
areas of IT investments include:

e Supporting and extending electronic communications.

e Providing information access for internal and externa customers.

e Improving administrative business management and office support
systems.

e Supporting resource data management and providing decision-making
support applications.

The aggregated investments provide significant support for carrying out the
Department’s mission.

Agency IT Strategies and Connections to Agency Objectives

IT plays an important role in assisting the WDFW to meet its goals and
objectives. IT provides the electronic communications infrastructure, and the
tools to effectively manage and make available data resources. The tools,
methods, and infrastructure provided by IT enable the agency to move forward in
key areas. IT plays akey role in the ongoing agency strategic planning process,
providing an essential foundation for success (linkage to agency goals and
objectivesin parenthesis).

A. Strategy 1. Make science and recreational information more accessible to
our interna and external customers (3A, 1B)

Q) Improve interactivity of our information on the web
2 Provide real time access to science and information
(©)) Create more value-add services on the web

B. Strategy 2. Improve the agency’s effectiveness at performing our science
(3C, 1A)

Q) Increase mobility of staff and their access to agency resources
2 Improve the systems to better understand and conduct the science

©)] Advance the science of the agency by leveraging emerging
technol ogies and practices

03A_FINAL_2011_Portfolio_Secl1A-C__20110822.doc
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C. Strategy 3. Improve the agency performance through operational
efficiencies and effectiveness (3B)

Q) M odernize and automate our business processes
2 Remove complexity and redundancy of operational systems
3 Improve accountability through business intelligence

D. Strategy 4. Build stronger IT and line-of-business partnerships (3A, 3B,
30)

Q) Realign roles and responsibilities to empower program and
position IT as aservice provider

2 Create consulting services to help programs maximize utilization
of IT services

3 Lead statewide effortsin IT shared service and interagency
collaboration

4, Future Needs for IT Investments

Thefollowing IT areas will need investment attention to improve support for the
agency mission:

e Improved access, including remote access, to state and agency internal
networks

As the agency continues to devel op web-enabled applications,
improvements in access to the agency network will be needed for all
remote office personnel. State government systems continue to
assume that all state employees have network connectivity.

Better network access facilitates improved communications and
provides opportunities for more efficient, unified business support
processes. Expanded use of remote network access technology such
asdigital cellular accessis needed.

e New, more effective applications to support agency needs

Modern applications, including Web-based tools, will be implemented
to improve administrative business processes and replace manual
methods. A few remaining legacy applications are in need of a
replacement plan.

03A_FINAL_2011_Portfolio_Secl1A-C__20110822.doc
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e Continued participation in state Enterprise Architecture Initiatives

WDFW continues to pursue changes in its IT architecture to align
with common state systems, as illustrated by the recent move to
Exchange email and Enterprise Active Directory. These changes will
continue to provide benefits in system integration, identity
management, multi-agency projects, and statewide system
development. WDFW is also active in state Enterprise Architecture
policy development.

e Network and server infrastructure improvements

Continued replacement of obsolete servers and network gear is
needed required to maintain normal agency services. WDFW has
switched to a server leasing strategy through DIS to ensure that
servers are replaced on a regular cycle.

WDFW % Virtualized (servers)

65%

State GMAP Target -

—_— //
50%

60%

WDFW Progress/
45%
40% /
a,
35% 7
30% T T T T T
Dec-09 Mar-10 Jun-10 Sep-10 Dec-10 Mar-11

Figure 1-2. In FY11, WDFW's use of virtual servers was 61.3%, exceeding
the state GMAP target of 60%.

WDFW will continue to invest in virtual servers in support of
statewide IT strategies. During FY11, WDFW reached the GMAP
target of 60% server virtualization (one of only seven agencies to do
s0). WDFW plans to increase its use of virtual servers allowing it to
consolidate infrastructure, lower overall cost, and increase efficiency.

Infrastructure replacement and improvements will continue as business
needs for better network performance drive the use of technical
advances in the networking field. WDFW expects to expand and
upgrade network connections to field offices in cooperation with DIS.

03A_FINAL_2011_Portfolio_Sec1A-C__20110822.doc
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e Migration to hosted services

Following government and industry trends and best practices,
WDFW will continue to look for opportunities to migrate to hosted
services. During FY 11, WDFW contracted with DISto leverage its
economies of scale and expertise in the areas of network backups
and SharePoint services. Hosted services provide benefits to
WDFW users ranging from increased uptime, additional capacity
and functionality, and removes hardware and software maintenance
and operations from the equation.

e Improved desktop systems management practices

WDFW will continue its effective strategies for replacement of
desktop computing systems and remote management of desktop
software, to insure that al employees have the computer tools to
communicate and perform their job. The automation of desktop
management and security continues to be a current need.

e Improved accessto, and integration of data

Public stakeholders and clients will benefit from better accessto
agency dataresources. WDFW is currently building a completely
new and improved web site to enhance the flow of information in
both directions.

Fish and wildlife resource management and enforcement needs
internally would be better served by improved access to data, and by
using Web-based systems and GIS tools to service users statewide.
New systems and access tools such as Microsoft SharePoint will
provide the necessary linkage to ensure that information is available
across al programs, and data management can be extended to external
partners.

e Improvementsto meet robust statewide I T security initiatives

WDFW will evaluate the impacts to staff and fiscal resources to
comply with new IT security standards. The new Standards reflect
industry best practices, as well as significant input from state agencies
(including WDFW). The revised Standards were presented to the ISB
in July 2009, and became effective in August 2009. Compliance for
existing systems and I T infrastructure is required by August 2012.

03A_FINAL_2011_Portfolio_Secl1A-C__20110822.doc
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C. IT Plans, Proposals, and Acquisition Process

1.

Review of IT Plans, Proposals and Acquisitions

WDFW viewsthe IT Portfolio as the blueprint for its IT planning. Proposals and
acquisitions must support activities included in the Portfolio. Magjor systems
plans and proposals are reviewed at the executive management level. Budget and
acquisition proposals follow established policies and procedures set forth by DIS,
OFM, and the WDFW Divisions of Financial Services and Information
Technology Services within the Technology and Financial Management Program.

Acquisition Process

The acquisition process used by WDFW provides competition and accountability
for purchases and expenditures and adheres to the provisions of the Information
Technology Investment Policy. Acquisitions for small systems improvements and
upgrades follow existing procedures from OFM, DIS, and the WDFW Divisions
of Financial Services and Information Technology Services within the
Technology and Financial Management Program. WDFW makes active use of
DIS Master Agreements for technology services and consultant services, and
continues to participate in the lease agreement with DIS to refresh its
microcomputer fleet.

Adherence to Standards

WDFW adheres to state technical standardsfor IT. As standards change and new
standards come into play, WDFW has proven awillingness and ability to change
its standards to remain in compliance.

Recent examples include the WDFW move to the state Enterprise Active
Directory “forest”, migration from Novell email to DIS-hosted Microsoft
Exchange/Outlook email, and beginning to utilize the DIS SecureAccess
Washington (SAW) authentication service for external web applications.

Complaint and Protest Standards

WDFW adheres to state complaint and protest procedures as outlined inthe IT
Investment Policy and Standards documents. Prior to execution, all contracts and
agreements entered into by WDFW undergo areview by the agency Contracts
Office, including areview asto form by the Office of the Attorney General.

03A_FINAL_2011_Portfolio_Secl1A-C__20110822.doc



2011 Information Technology Portfolio
Washington Department of Fish and Wildlife
1.D. Overview of Infrastructure 1-9

D.

Overview of Infrastructure

The information that follows is a summary of WDFW's technology
infrastructure for the state fiscal year ending June 30, 2011. For detailed information,
please refer to section 3.

1.

Personal Computer Hardware

/WDFW IT Infrastructu re\

WDFW has 1660 leased systems in its At A Glance
microcomputer fleet. Started in 2001, the PC As of 6/30/11
lease program has allowed WDFW to 1387.7 Total Staff
systematically replace its existing, agency- 36.7 Central IT FTEs
owned, systems. The leased fleet is
refreshed over a 48-month cycle. Similar lease 1660 Leased BCs
programs are in place at the Washington p ﬁ?t""ork servers

. irtual servers
Departments of Transportation, Employment

" )

Figure 1-3. Summary of WDFW
IT infrastructure.

Security, and Social and Health Services.

Prior to the DIS lease agreement, WDFW

acquired PCs via conventional purchase methods without regard to a systematic,
planned replacement strategy. This piece-meal purchase practice led to great
disparity among its microcomputer investment, in terms of brand, processor
platform, operating system, and age of systems to support.

FY11 saw the continuation of a trend for WDFW computer users to migrate from
desktop models to notebook systems. These desktop replacement systems make
good business sense for employees who spend much of their time out in the field
or at multiple sites during the work week.

As of June 30, 2011, notebooks accounted for slightly more than 40% of the
WDFW leased microcomputer total, compared to 35% for FY10.

Personal Computer Software

a. Operating System
WDFW has completed its transition to Microsoft Windows Vista
Enterprise as its agency microcomputer operating system standard. As of
July 2010, all agency leased microcomputer systems had been migrated to
Vista Enterprise.

b. Office Productivity

WDFW'’s standard office productivity suite is Microsoft Office Enterprise
2007. WDFW has entered into a Microsoft Enterprise Licensing

03B_FINAL_2011_Portfolio_Sec1D_20110823.doc
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agreement for Office 2007 Enterprise, allowing its use on the entire
agency microcomputer fleet.

As of July 2010, all WDFW leased microcomputer systems have been
transitioned to Office 2007 Enterprise.

Email and Directory Services

WDFW uses DIS-managed email and Enterprise Active Directory
services.

Agency staff use Microsoft Outlook 2007 as the desktop email client.
Outlook WebAccess, hosted by the Department of Information Services
(DIS) is an option for remote connection to email.
Other Standards
Other WDFW PC software standards include:

e Microsoft Forefront (anti-malware)

e Microsoft Internet Explorer (web browser)

e WinZip (file archival/extraction utility)

e The WDFW software inventory contains approximately 130

software titles classified as agency standard, with another 300 titles
in limited or special use areas.

3. Networks

Including direct and virtual private network connections, nearly all employees --
as well as some temporary staff -- utilize some form of agency network access.

a.

Agency Network

The WDFW network connects personnel in 17 facilities (six buildings in
the greater Olympia area, the six Regional Office headquarters locations,
three ancillary regional HQ sites, and two District Offices).

Working with NoaNet, private vendors, and DIS, WDFW has
implemented a high speed integrated Ethernet Local Area Network (LAN)
connecting the Regional Offices to the Olympia LAN.

03B_FINAL_2011_Portfolio_Sec1D_20110823.doc
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High-speed network links are now in place at all WDFW Regional
Offices. The DIS-managed network connections at these locations offer
100 mbps bandwidth. WDFW will continue to evaluate and upgrade
network connections to other field offices as technology evolves.

b. Virtual Private Network (VPN)

The WDFW VPN allows remote staff to safely connect to the agency
WAN via the Internet on an as-needed basis. Sufficient licenses exist to
allow all agency staff to utilize the VPN. Nearly 400 agency field staff
use the VPN as their primary method to access the WDFW Intranet.

The present VPN solution is not compliant with Information Services
board (ISB) architecture standards. Accordingly, WDFW intends to
request funding from the legislature for a replacement system that satisfies
state requirements.

C. Servers

WDFW is part of the statewide forest using Enterprise Active Directory
services, and is also using the DIS Managed Exchange email service.
These changes have reduced the need for a number of WDFW
authentication and email servers.

Microsoft Windows Server is the agency file and print server standard,
supporting agency users connected to the WDFW LAN.

Microsoft SQL Server is the agency database server standard. The agency
also operates a Sybase server for a small number of legacy applications.

Redhat Enterprise Linux is the agency Linux server standard. Existing
Sun Solaris Unix servers are being phased out in favor of Linux, or in
some cases, Microsoft Windows Server. Linux servers are primarily used
by WDFW as web servers and as the web services tier for web-enabled
applications.

The total number of physical servers currently in use at WDFW is 29. In
addition, the agency has licenses for 46 virtual server instances. As of
6/30/2011, WDFW reached 61.3% server virtualization (one of only seven
agencies to exceed the state GMAP target of 60%).

03B_FINAL_2011_Portfolio_Sec1D_20110823.doc
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4, IT Staffing

For FY11, WDFW
devoted 36.7 full-time
equivalents (FTES) to
the central
administration,
development and
support of its IT
investment.

The central IT Services
Division (ITSD) is
composed of the
following work units:
Administration;
Application Services;
End User Services
(EUS); Geographic
Information Systems \_

GIS(3.9)__

WDFW IT Staffing by Activity
FY2011 Actual FTEs

Infrastruc-
ture Svcs
{7.7)

End User
Sves(12.1)

Project

Admin {1.7) Mgmt{1.9)

Application
Sves(9.4)

(GI1S); Project
Management; and
Infrastructure Services. The

Figure 1-4. WDFW central IT staffing covers a wide
array of functions and activities.

actual FTE breakdown for each unit is as follows:

e Administration (1.7 FTES) - This unit provides overall administration and

support of agency IT. The positions include the agency Chief Information
Officer (CIO) and Administrative Assistant.

Application Services (9.4 FTES) — Functions performed by this unit
include unit management; development, maintenance, and oversight of
new and existing applications; database administration; data
administration; and IT security and data policy development.

Geographic Information Systems (3.9 FTESs) — This unit performs agency
“corporate data” GIS data administration, data access application
development and maintenance, and fulfillment of corporate data requests
from the public.

Project Management (1.9 FTE) — This position provides oversight of
major development projects. The senior project manager also assists the
CIO with a new initiative to better manage project requests. One position
was transferred to this unit from the former Data Management unit in
FY11.
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Infrastructure Services (7.7 FTES) — This unit provides Wide Area
Network (WAN) and telephone administration and support for the agency.
Functions performed include unit management, server and network
backup administration, email administration, network/WAN administra-
tion, VPN and Windows server administration, and telephone/voicemail/

cabling support.

End User Services (12.1
FTES) — This unit maintains
and supports micro-
computers and office
productivity software
statewide. Functions
performed within EUS
include unit administration
(0.8 FTE), specialized
support and audit (1 FTE),
Eastern WA support (1.9
FTEs), desktop support (6.3
FTESs) and service desk (2.2
FTES). Those figures
include 2 FTEs from non-
permanent staff.

: R
Comparison of EUS FTEs to
Total Agency FTEs and PCs

-

2000 : -

1500 —

1000 —

s00 — 12.1
— | |
EUS Staff WDFW  Total PCs
Staff
k S

Figure 1-5. The 12.1 FTEs in the EUS unit
support 1660 leased PCs and the associated
software, printers, and peripherals used by
1388 agency employees: a ratio of 137
systems per support FTE.

According to a 2011 Gartner report’,
IT FTEs in a typical state/local
government organization account for 3.5% of total staff. WDFW’s actual FY11
central IT staffing was 2.6% —an IT staffing gap of approximately 12 FTEs.

For IT Portfolio purposes, WDFW includes IT staff in the central IT Services
Division who are in an IT classification and perform IT work, plus the division
Administrative Assistant position.

Organizational charts for the Information Technology Services Division appear
later in this section.

Not included in the IT staff count are employees whose positions are outside of
the state IT job classification and do not perform IT work (as defined by OFM),
including a management analyst; two research analysts (one non-permanent); an
office support supervisor; and five office assistants (two non-permanent).

Also not included are resource program staff who perform activities such as
maintaining a GIS database, or supervising the collection of species and/or habitat
observations, that are outside of the WDFW central IT Services Division. Some of

! Source: IT Metrics: IT Spending and Staffing Report, 2011 (Gartner Research ID Number G00210146).
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these employees may be in an IT job class, while others are in research analyst or
biologist classes.

Facing page:

WDFW central IT organizational chart (2 pages)
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E. Analysis

1. Agency Central IT Staffing

In order to better align IT staffing figures with other agencies, WDFW staffing
totals no longer include non-1T classified staff withinits central IT Services
Division. Also excluded are I T-classified positions located in the WDFW

resource programs.

Instead, WDFW reportsin its Portfolio all 1T-classified positions within the
central IT Services Division, aswell asthe ClIO and the division Administrative
Assistant. These changes, effective with the FY11 IT Portfolio, will present a
more accurate snapshot of agency IT effort.

WDFW total FY 11 staffing authority was 1387.1 full-time equivaents (FTEs). Of
this number, central IT staff accounted for 36.7 FTES, or 2.6% of the agency total.

In comparison, FY 10 central IT staffing was 47.7 FTEs (3.4%). However, that
figure included 9.4 FTEs of staff who, while physically housed in the IT
department, performed line of business data activities such as research analysis
and data entry that are not, by definition, IT functions.

The FY11 WDFW IT staffing
percentage (2.6% of all
agency staff) falls short of the
typical state government
sector IT percentage of 3.5%.
For an agency of itssize, a
more typical number for
WDFW would bein the
vicinity of 48.5 IT staff. 2

Another area of concernis
WDFW’slevel of IT service
desk staffing. During an
FY11review of IT service
desk requests, WDFW
received approximately 3,000
requests per month.
According to Gartner, a
typical organization that
handles a similar number of

reguests should have a service

desk staffing level of 9 FTEs.

4 )

FY11 Service Desk Staffing

FTE comparison to Gartner average

ITHelp
desk
staffing
gap (6.8)
75.6%

WDFW
Help Desk:
(2.2)
24.4%

\_ 4

Figure 1-6. FY11 staffing support for WDFW service

desk activities was underfunded by 6.8 FTEs,
according to Gartner recommendations.

2 Source: 1T Metrics: 1T Spending and Staffing Report, 2011 (Gartner Research, |D Number G00210146).

04_FINAL_2011_Portfolio_SeclE-H_20110823.doc



2011 Information Technology Portfolio
Washington Department of Fish and Wildlife

1.E. Analysis

1-18

That staffing level alows the typical organization to handle 332 requests per help
desk FTE per month.®

WDFW’ s actual service desk staffing was 2.2 FTEsin FY 11, which represents a
support gap of 6.8 service desk FTEs compared to the Gartner recommendation.

Expressed as aratio of actual WDFW help desk staffing to agency employees, the
ratiois 1:631 (2.2 support desk technicians for 1,388 agency staff). Compare that
number with the Gartner service desk recommendation of 1:154 (9 support desk
technicians per the same 1,388 agency staff).

In light of WDFW'’ s geographic complexity, especially with regards to supporting
IT equipment at fish hatcheries and remote offices, one could argue that even the
industry average support staffing ratio isinsufficient.

For FY 12, the projected FY 12 WDFW IT staffing level is40.6 FTES, an increase
of 3.9 FTEsfor central IT Services. Thisislargely due to the anticipated filling of
two new application developer positions, a service desk support position, the 0.3
percent reduction in the 2011-13 biennium (compared to the nearly five per cent
reduction due to the temporary layoffsin FY 11), aswell asfilling the Applica-
tions Manager and Data Architect positions that had vacancy savingsin FY 11.

Agency IT Training e ~

FY11 Professional

At the agency level, FY 11

WDFW professional Development Spending
development (training) costs (inthousands)
for al employees were All Other
approximately $247,500. This o0
equates to an average (96 6%)
expenditure of $178 per agency
FTE. Central IT

Staff
FY 11 training costs (exclusive oA
of travel) for central IT staff . J
were approximately $8400
during the same period. This Figure 1-7. Training for IT staff was 3.4% of total
amounts to roughly $228 per WDFW FY11 employee training and professional
central 1T FTE. development expenditures.

Centra IT training accounted for 3.4% of total FY 11 agency training
expenditures, as compared to 6.3% in FY 10.

% Source: How to Determine Your 1T Service Desk Saffing Ratio (Gartner Research, ID Number G00214358).
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Professiona development costs include a mix of hands-on classroom training,
conferences and seminars from private sector organizations, and online sources,
such as the e-Learning training provided through the state Department of

Personnel.

Training costs are
expected to remain
consistent in FY 12 and
beyond, as I T staff
receive training on
Microsoft networking
and information security
products.

3. Hardware and
Software Purchases

WDFW spent $1.9
million on IT software
and hardware purchases,
maintenance and |eases

N
FY11 Hardware and
Software Expenditures
(inthousands)

Software Hardware
LeaseMaint__— _________Pur;t;gses

$c87.8
Hardware
P?J?Er\faasﬁg Lease/iaint
$206.2 $9558
_J

Figure 1-8. WDFW FY11 hardware and software
expenditures by category, including leases and
maintenance.

in FY11. Figure 1-8 illustrates the expenditures by major category.

Per aMay 2010 directive from the Office of Financial Management (OFM), costs
for peripherals such as printers, scanners, and capture devices (including portable
dataloggers) are no longer reported in agency I T portfolios. This change was
necessary because not all agencies counted these itemsin their Portfolio totals. In
the case of WDFW, which has a sizable field staff who are equipped with portable
dataloggers and/or digital cameras, the accounting change will have the net
impact of reducing agency hardware expenditure totals from FY 11 onward.

FY 11 purchases of software and software maintenance total s include annual
enterprise software licensing and maintenance for Microsoft Office 2007, Active
Directory, and Forefront security products—all part of the Microsoft Migration
initiative funded by the statewide Technology Pool.
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4. Total Agency IT Expenditures

Agency IT expenditures totaled
$7.6 million for the fisca year
ending June 30, 2011 (FY11).
This equates to 4.5% of the
$167,508,000 FY 11 WDFW
operating budget.

The FY11 WDFW IT effort was
down dlightly from FY 10 (8.3%
of the $165.1 million agency
operating budget), primarily due
to budget-related short-term
staff layoffs, reporting changes
for IT costs (see sections 1.E.1
and 1.E.3 above).

FY11 WDFW IT Spending

comparison to operating budget
(in millions)

All Cther
Costs
$1599

r

T
Expenses
$76

Figure 1-9. FY11 WDFW IT costs total 4.5% of
the $167.5 million agency operating budget.

Asshownin Fig. 1-10, the four largest FY 11 IT expenditure components were
salaries and benefits (45.1%); data processing services (19.1%); hardware
maintenance (12.6%); and software maintenance (9%) The hardware

mai ntenance category includes maintenance level PC |ease payments to the
Department of Information Services (DIS). Data processing services include
charges paid to DIS for WDFW'’ s use of statewide financial and human resources

systems and other services.

FY11 WDFW IT Expenditures by Category

—

W Salaries and Benefits (45.1%])

W Data Proc Sves (19.1%)

® Hardware Maint (12.6%])

B Software Maint (9%)

H Personal/Purch Sves (6.8%)

B Telecomm (3.8%])

m Software Purch/Lease (2.7%)

W Hardware Purch/Lease (0.6%)
Training, Travel (0.3%)

Figure 1-10. FY11 IT expenditure breakdown by cost category.
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The telecommunications cost percentage was lower for FY 11 due to a Portfolio
accounting change that only captures data communications costs. Landline and
cellular phone costs are no longer reported in the IT Portfolio, per guidance
received from OFM.

AsshowninFig. 1-11, WDFW IT spending has historically ranged between 7.4%
and 8.4% of total agency operating costs. IT costs from FY 11 forward are
expected to hover near 4.5% of total operating costs. Thisisaresult of WDFW
changing its Portfolio expenditure coding methods in response to OFM directives.

Ve ™
WDFW IT Expenditures FY2005-14
comparison to agency operating budget
$200.0
$175.0 1837 185.0
g $125.0 1498 1401
2 $100.0
S  $750
 $500 147
T M7 19 136 e 13T e 77 79 80
$25.0 (7:4%) (8:4%) (6.8%) (1.8%) BAR) (B3%) ) o iaups 4306 4:3%)
4 _FYOS FYyos FY¥07  FY08 FY09 FY10 FY11 FY127 FY13" Fy14°
"estimated
IT Expenditures Total Operating
\Q b

Figure 1-11. WDFW IT spending comparison to total agency operating budget for
fiscal years 2005 through 2014 (FYs 12-14 estimated).
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F.

WDFW has opportunities to meet the
challenges in agency business needs with
innovative information technology
solutions.

Challenges and Opportunities

Dealing with a geographically
dispersed organization is a
significant technology problem, and
can be addressed by enhancing and
expanding web-based methods and Figur.e 1-12. WDFW Enforcement officers release
applications. The integration and \"’,‘vfsdr:f’ng?é'ﬁrlo"zzﬁggg cougar at a remote Eastern
expansion of remote access

technologies, including VPN, cellular data, and wireless, can make a significant
difference in dealing with geographic span, but include support and security
challenges.

The agency is still faced with a significant task of upgrading administrative business
systems in many areas. WDFW continues to exploit new web technologies, and the
wide-ranging e-government initiatives happening in other state agencies. WDFW
has the opportunity to make a significant contribution to the e-government solutions
in Washington.

An opportunity exists to revisit the way WDFW manages IT projects using the
limited development resources available. WDFW is incorporating IT service
management processes based on the ITIL framework into its IT steering committee
process. This allows the agency to leverage leadership from the central IT services
division and WDFW resource programs to provide prioritization and oversight of
new and existing projects.

A challenge facing agency IT are budget reductions and the state fiscal climate in
general that are undermining the ability to execute agency priority activities and
projects. A case in point is the need to significantly enhance and upgrade the agency
License Information and Fish Ticket (LIFT) system (see sections 3.G.1. and 5).
WDFW has historically requested funding for this work, but has not been successful
in securing funding through the legislative process. Another example is the inability
to provide a proper level of support for hatchery operations and fish production. The
overall economic uncertainty has persisted for so long that interim measures are now
permanent and unsustainable.
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G. Solutions: Current and Future IT Investments

1.

2.

Current IT Investments

a

Recreational License Sales System

The agency currently sells recreational licenses to the public with an
automated license sales system known as WILD (Washington Interactive
Licensing Database). ActiveOutdoorsis the current system vendor. The
WILD system development and operating costs are funded through
transaction fees paid by system users. The main license sales and
associated functions are in production. The system changes and growsin
response to Legislative mandates and business needs.

Commercial Licenses and Fish Tickets

WDFW is pursuing areplacement of the legacy LIFT application, used to
manage commercia licenses and harvest data. The current LIFT
application is built with PowerBuilder client and Sybase database
architecture. If funded, it is anticipated that the LIFT2 project will utilize
a SQL Server database and web-enabled application tools.

Enforcement Program Technology

To increase efficiency and achieve program accreditation, WDFW
Enforcement has initiated projects to implement new technology and
systems. In FYs10-11, aRadio over IP system pilot project was
implemented. This has allowed dispatchers from Olympiato use the
WDFW data network to make radio calls to officersin eastern
Washington. Enforcement will also pilot the use of a Records
Management System, enabling all enforcement activities and records to be
managed in a central database.

Planned IT Investments

a

Recreational Licenses

The operation of the WILD system will continue through the 2011-13
biennial period. Continued demand for changes will make WILD a
dynamic system requiring constant attention for the remaining life of the
system. The contract with ActiveOutdoors runs through January 2013. An
RFP for a new system vendor isin active preparation.
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b.

Licenses and Fish Tickets (LIFT)

The LIFT System, built in the 99-01 biennium, manages commercial
licenses and fish tickets for commercial fishing. The client/server base
(PowerBuilder) of LIFT isnot included in the agency’ s architecture
direction and is not web enabled. Work was initiated in the 2005-07
biennium and is expected to continue through FY 11. No legidlative
funding request is currently planned. Given the mission critical status of
LIFT, an action plan using internal developer resources continues to be the
main option for an incremental replacement of LIFT. Interna developer
staff are limited and recent staff reductions will have an impact on the
schedule.

Enforcement Program Technology

During FY 12, Enforcement expects to extend the Radio over IP system to
new geographic areas, complete the Re